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Conflict early warning is supposed to identify and trigger actions to reduce the 
onset, duration, intensity, and effects of multiple forms of political violence. While 
the commitment of nations to broader conflict prevention was not universally 
shared in the twentieth century, the concept of conflict prevention – and by 
extension, conflict early warning – has acquired salience in international relations 
over the last 30 years. This growing engagement, coupled with advances in com-
puting, has triggered increased investment in enhanced early warning mechanisms 
with increasingly sophisticated temporal and spatial dimensions. Yet, the practical 
operationalization of conflict prevention and conflict early warning lags behind its 
theoretical development for several reasons. These include, inter alia, limitations 
in early warning assessments; the limited availability, coverage, quality and verifi-
ability of real-time data; complex modelling challenges emerging from endogeneity 
inherent in conflict processes; and, not least, an inherent lack of political will among 
relevant actors to act upon robust and compelling evidence of heightened risks of 
organized violence. The latter is the core of the so-called ‘warning-response’ gap. 
Despite these challenges, investments in advanced data collection and analysis 
techniques including machine learning, natural language processing and artificial 
intelligence are influencing the practice of early warning and response. This article 
offers a descriptive review of the form and function of conflict early warning sys-
tems over the past four decades. In the process, it provides insight into why many 
of these systems have yet to live up to expectations.

Introduction
Conflict early warning is first and foremost 
intended to identify and trigger action to 
reduce the onset, duration, intensity, and 
effects of multiple forms of political violence 
from communal violence to outright war. 

The desire to deter collective violence is not 
always shared by everyone: certain elites and 
armed groups may be determined to sustain 
and prolong armed conflict (Stedman 1997; 
Walter 2002; Greenhill and Major 2006). 
Yet the avoidance of mass fatalities, large-
scale displacement and devastating conse-
quences for civilians is regarded as desirable 
by the international community on moral, 
legal, humanitarian, political, and economic 
grounds (Gates et al. 2016; UNU CPR 2017; 
Our World in Data 2021). While today widely 
accepted in principle, the commitment of 
states to conflict prevention in practice was 
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intermittent in the twentieth century, espe-
cially during the Cold War (Lund 1996: pp. 
3–4). However, since the 1990s, the concept 
of conflict prevention – and, by extension, 
conflict early warning — has acquired sali-
ence in international affairs (FEWER 1999).

At least three seminal publications influ-
enced the conflict prevention and conflict 
early warning agenda. These include the 
United Nations Secretary General (UNSG) 
Boutros-Boutros Ghali’s An Agenda for Peace 
report (1992); the Carnegie Commission 
on Preventing Deadly Conflict (1997); and 
UNSG Kofi Annan’s Prevention of Armed 
Conflict report (2001). Throughout the 1990s 
and 2000s, conflict prevention concepts, 
terminology, and directives infused the dec-
larations and statements of state, intergovern-
mental, and regional organizations as well as 
UN plans, communiqués, and mission man-
dates. The growing engagement with conflict 
prevention triggered increased investment in 
enhanced early warning. For example, mul-
tiple continental and regional early warning 
mechanisms were set up in Africa during 
these two decades, including: the Economic 
Community of West African States (ECOWAS) 
Warning and Response Network (ECOWARN) 
established from the 1999 Protocol Relating 
to the Mechanism for Conflict Prevention, 
Management, Resolution, Peacekeeping 
and Security (ECOWAS 1999; Odobo et al. 
2017); the African Union (AU) Continental 
Early Warning System (CEWS) (AU 2006); 
the Intergovernmental Authority on 
Development (IGAD) Conflict Early Warning 
and Response Mechanism (CEWARN) estab-
lished in 2002 (IGAD 2002; Goldsmith 
2020); and the Common Market for Eastern 
and Southern Africa (COMESA) Early 
Warning System (COMWARN) (Porto 2013). 
Yet, the operationalization of both con-
flict prevention and conflict early warning 
lagged behind its theoretical development. 
Reflecting on almost two decades of intel-
lectual foment, Lund argued in 2008 that it 
was likely an idea whose time had come and 
gone (Lund 2008: p. 287). While premature, 
Lund’s prognosis reflected a wider sense of 

frustration with the lack of genuine support 
for prevention.

Notwithstanding the many political con-
straints on conflict prevention and early 
warning, the agenda has continued to grow. 
Over the past 15 years it has widened in the 
UN to incorporate normative arguments 
around states’ responsibility to protect (R2P) 
civilians and non-combatants from specific 
types of political violence and atrocities, 
that is, war crimes, crimes against human-
ity, ethnic cleansing, and genocide (ICISS 
2001; Willmont 2017). A milestone occurred 
with the incorporation of the R2P language 
into the UN Extraordinary Summit out-
come document in 2005 (UN 2005). Indeed, 
‘enhanced early warning’ is a key feature of 
the R2P agenda, as paragraph 138 of the 
Outcome document calls on member states 
to ‘support the United Nations in establish-
ing an early warning capability’ for prevent-
ing mass atrocities (UN 2005: p. 30). External 
actors subsequently deployed this specific 
language to justify international military 
intervention in the Libyan civil war in 2011 
(Welsh 2011; Bellamy 2011; Kuperman 2013; 
Doyle 2016) and R2P language later ani-
mated calls for international action in coun-
tries such as Syria and Myanmar (Bellamy 
2014; Trihartono 2018; Ibrahim 2018). The 
UN Human Rights Up Front (HRUF) initiative 
also sought to bolster the focus on conflict 
prevention. By 2017, UN Secretary General 
António Guterres had made conflict preven-
tion a centrepiece of his mandate, including 
calling for more robust early warning mecha-
nisms across the UN system (Strauss 2018; 
Paddon Rhoads 2019). And, in the 2021 
report Our Common Agenda, the Secretary 
General again advocated leveraging new 
technologies and machine learning capa-
bilities to improve early warning (UN 2021). 
Among the key proposals addressing the 12 
commitments in the report, the third pro-
posal, ‘Promote Peace and prevent conflicts’, 
advocated a ‘new agenda for peace’ that 
would, inter alia: ‘Strengthen international 
foresight; invest in prevention and peace-
building; and support regional prevention’ 
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(UN 2021: pp. 6, 59–61). These are all clear 
action items linked explicitly to enhanced 
technical early warning and prevention.

Even so, there is a noticeable gap between 
the rising ambition and concrete outcomes of 
conflict early warning. The increased invest-
ment in analytical tools and super-charged 
methods to anticipate the risks of organ-
ized political violence is seldom matched 
by concomitant political will and practical 
action (Hegre et al. 2017). Systematic conflict 
forecasting is not new and is deeply rooted 
in the systematic study of peace and con-
flict (Choucri 1974; De Mesquita et al. 1985; 
Gurr and Lichbach 1986). This article offers a 
descriptive review of the form and function 
of conflict early warning systems (EWS) over 
the past four decades. In the process, it pro-
vides insight into why it has yet to live up to 
the many expectations laid upon it.

Great expectations of early warning 
systems
An underlying assumption and motivation 
of conflict early warning systems is that 
enhanced prediction and forecasting can bet-
ter inform decision-making, reduce risk, and 
trigger more robust prevention and response 
measures from international actors. These 
responses consist of a series of discrete 
actions made by international actors tasked 
with maintaining peace and security, includ-
ing the decision-makers of individual states, 
regional organizations with relevant man-
dates, and the UN system. A contemporary 
snapshot includes conflict modelling and 
political instability forecasting tools devel-
oped by and for multiple audiences including 
the European Union External Action Service 
(EEAS), United States (US) Government, 
intergovernmental and regional organiza-
tions in Africa including the African Union 
(AU), Economic Community of West African 
States (ECOWAS), the Intergovernmental 
Authority on Development (IGAD), the 
Southern African Development Community 
(SADC), and various UN entities, as well 
as the growth in both closed intelligence 
and open-source event data sets and 

modelling tools housed within non-govern-
mental organizations and academia such 
as the United States Holocaust Memorial 
Museum (USHMM) Early Warning Project, 
the Integrated Crisis Early Warning System 
(ICEWS), the Armed Conflict Location and 
Event Data Project (ACLED), the University of 
Uppsala’s Conflict Data Program (UCDP), and 
the Violence Early-Warning System (ViEWS) 
discussed later in the article. Yet, efforts to 
both anticipate and respond to most out-
breaks of collective violence have routinely 
performed more poorly than expected. This 
often comes down to, among other things, 
limitations in early warning assessments, the 
limited availability, quality, and verifiability 
of real-time data, and, not least, the model-
ling challenges emerging from endogene-
ity inherent in complex conflict processes. 
These early warning challenges are exacer-
bated by a small N (number of cases that can 
be studied), the problem of too many inde-
pendent variables, and policy-maker com-
plaints about the over-predictive nature of 
extant early warning models.

The widely acknowledged warning-
response gap, first isolated over two decades 
ago by George and Holl (1997: pp. 9–11), is 
a crucial missing link between early warn-
ing and preventive action. It is also a con-
sequence of limited political willingness to 
take action, even when relevant decision-
makers are presented with rigorous and 
compelling evidence of heightened risks of 
organized violence. The literature on pre-
ventive action is rife with alleged missed 
opportunities for political will to respond 
(Zartman 2005; Piiparinen 2006; Meyer et al. 
2010). The limited capacity of early warning 
systems to trigger action is well known, with 
policy-makers keen to leverage early warning 
products that reduce risk in their decision-
making processes (Power 2013; Goldsmith 
et al. 2013; Luck 2018; African Task Force on 
the Prevention of Mass Atrocities 2016). It is 
instructive to note here the classic tension 
between theory and practice (George 1993), 
with comparatively recent International 
Relations scholarship seeking to articulate 
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what it is that practitioners require from 
theories and theorists (Avey and Desch 
2014). Notwithstanding these structural con-
straints, considerable investment has gone 
into elaborating ever more sophisticated 
systems that assemble high-resolution moni-
toring, communication, and response (UN 
Office for Disaster Risk Reduction 2009).

Conflict early warning systems are a com-
paratively novel idea. Yet contemporary pro-
cesses and platforms can be linked directly 
to a longer history of systems, methods and 
tools devised for minimizing risk and manag-
ing uncertainty in international affairs. Since 
the eighteenth century, Prussian Kriegsspiel 
(Livermore 1879) analysts have applied a 
combination of increasingly sophisticated 
wargames (Morgan 1991), risk analysis, statis-
tical modelling, and what-if counterfactuals 
to gauge the risk of conflict. Contemporary 
approaches such as forecasting and predic-
tion, simulations, red teams, agent- and 
evidence-based modelling, role-play, and 
table-top and computer simulations that lev-
erage big data and machine learning draw on 
over a century of experimentation (Bhavnani 
and Sylvan 2017; Colaresi and Mahmood 
2017; Zenko 2015; Abbass et al. 2011; US 
Army 2015).

However, starting in the 1980s, a constella-
tion of governments, private companies, and 
international organizations ramped up their 
engagement with prediction and forecast-
ing tools to assess a range of crises, includ-
ing in relation to nuclear deterrence, armed 
conflict, and mass atrocities (see Table 1). 
Prediction entails the assignment of probabil-
ity distributions to realized or unrealized out-
comes. Forecasting entails predictions about 
unrealized outcomes based on model esti-
mates from realized data (information about 
tomorrow based on information about what 
happened today). These methods also incor-
porate specific statistical techniques that 
are debated among subjectivist (Bayesian) 
and objectivist (Frequentist) approaches to 
statistical probability (Freedman et al. 2010: 
pp. 4–6; Craig et al. 2001). So, early warn-
ing systems typically encompass systematic 

approaches to providing regular forecasts 
for conflict-related environments. They have 
also undergone theoretical and methodo-
logical improvement over time (Hegre et al. 
2017; Choucri 1974; De Mesquita et al. 1985; 
Gurr and Lichbach 1986).

Conflict early warning has undergone sig-
nificant transformation over the past thirty 
years (FEWER 1999). The first generation 
of early warning (roughly 1995–2000) was 
centralized, predictive, and focused on sup-
porting more robust decision-making among 
elite actors. A second generation (approxi-
mately 2000–2005) was more decentralized, 
qualitative, and oriented toward proposing 
recommendations for action. A third gen-
eration (broadly between 2005–2015) was 
hyper-localized, drew on both structured 
and unstructured data, and sought to har-
ness community-based methods (Macherera 
and Chimbari 2016). The fourth generation 
(generally from 2015–2020) is quantitative, 
applying multi-spatial layers ranging from 
satellite-based remote sensing and social 
media to shallow machine learning that 
leverages open and administrative datasets 
(Letouzé et al. 2013: p. 6.). There are signs 
emerging of a fifth generation that prom-
ises to overcome the warning-response gap, 
one that applies deep machine learning and 
artificial intelligence (AI) to generate increas-
ingly parsimonious assessments that are, 
crucially, then matched to a range of possible 
real-time decision options elucidating their 
inherent risks and payoffs. An example of this 
fifth generation can be found in American 
analytics firm Palantir’s notional demonstra-
tion of its Gotham operating system (Palantir 
2021). The proprietary software is applied to 
a US-China conflict scenario over the Taiwan 
Strait, culminating with the analysis of early 
warning data matched to ranked decision 
options for elite-level decision makers in a 
real-time crisis environment. US Defense 
is heavily invested in machine learning sys-
tems to model future conflicts globally, as 
well as to understand what types of US policy 
actions could lead to unexpected escalation 
by potential adversaries (Stone 2021). This 
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linking of advanced early warning products 
to actionable decision options for both inter-
nal and external actors constitutes arguably 
the final step in mature early warning and 
response systems, but currently remains the 
proprietary domain of well-resourced state 
defense and intelligence apparatuses.

Today, most conventional early warning 
systems involve a combination of tactical, 
strategic, and operational analysis, alerting 
and action through mandated institutions. 
Some experts distinguish between ‘last mile’ 
EWS (focused on threats and top down) and 
‘first mile’ EWS (people-centred and bottom-
up). Most of the literature is focused on the 
former. These are typically systems based on 
a wide range of metrics, managed by large 
agencies made up of technicians and special-
ists, include standard operating procedures, 
and mobilize a host of technologies and met-
rics. There is a much slimmer engagement 
with community-centric and participatory 
EWS that are more flexible, ad-hoc, and per-
sonal. Other terms include ‘people-centred’ 
EWS, ‘community early warning systems’, 
citizen-centred EWS, community-centric 
EWS, community-based EWS, and participa-
tory EWS (Marchezini et al. 2018; Macherera 
and Chimbari 2016). For some organizations 
such as the Organization for Security and 
Co-operation in Europe (OSCE) there is a neat 
distinction between analysis and alerting on 
the one side, and action, including conflict 
mediation and resolution, on the other. For 
others, such as the African Union (AU) or 
Economic Community of West African States 
(ECOWAS) the functions are, at least theoreti-
cally, more seamlessly integrated. The basic 
assumption implicit in most early warning 
systems is that the underlying risks associated 
with crisis and conflict can be meaningfully 
tracked, analysed, communicated to, and syn-
thesized by, decision-makers and ultimately 
used to formulate action-oriented proposals 
(Willmont 2017). As previously detailed, crit-
ics note that even where they may generate 
urgent recommendations for action, they 
rarely precipitate adequate responses due 
to political resistance (Zenko and Friedman 

2011; Luck 2018). This does not necessarily 
mean that the early warning monitoring sys-
tems are faulty, but rather that there is insuf-
ficient will to act on their findings.

There is no single monolithic archetype for 
conflict early warning. A decade-old review 
by Barton et al. (2008) detected over 30 sepa-
rate systems and datasets addressing issues 
of violent conflict, state failure, genocide, 
mass atrocities, humanitarian emergen-
cies related to natural disasters, and other 
threats to political stability. Some conflict 
early warning systems are overseen by gov-
ernments and international/regional organi-
zations while others are administered by 
think tanks, universities, and private actors. 
Multiple studies conducted by scholars and 
representatives of international organiza-
tions have explored various types of early 
warning platforms (Wulf and Debiel 2009). 
Additional studies suggest that there are 
likely many more (OECD 2009). Early private 
entrants into the international early warning 
consulting space, such as Virtual Research 
Associates (VRA), produced bespoke soft-
ware for modelling conflict for a range of 
regional actors in Africa (Bond 2020). An 
array of global consulting firms have also 
entered the early warning space including 
Stratfor and Eurasia, with a focus primarily 
on risk assessments, scenario-based forecast-
ing, red teams, and ‘what if’ counterfactuals 
(Weber 1996: pp. 268–288; Zenko 2015). 
More recent groups such as GDELT, IntelHub, 
or Luminae Group, to name but a few, have 
been developing interactive visualization 
platforms to allow users to interact with 
real-time economic, political, sentiment, and 
social media metrics.

Predictably, there are also a wide range of 
methodological approaches used to conduct 
conflict early warning (Defontaine 2019). 
Some apply correlation and regression mod-
els focused on demonstrating causal path-
ways for conflict by testing the strength of 
specific independent variables (for example, 
the USHMM Early Warning Project). There 
are also sequential models that filter out 
selected risks that accelerate crises over a 
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multi-year time horizon. Another approach 
involves conjectural modelling, an approach 
often employed in the banking sector that 
examines a range of escalation scenarios and 
thresholds for conflict onset, as well as pos-
sible responses that identify opportunities 
for early intervention. Several characteris-
tics are positively associated with effective 
early warning data collection, collation, and 
analysis. These include: standardized, regu-
lar, and timely data feeds; the use of a wide 
range of datasets; shared problem definition 
and recognition of options for response; 
and the harnessing of local-level analyti-
cal capacities. Datasets can include data on 
demographics (age, gender, socio-economic 
structure, population distribution, ethnic-
ity), education (drop-out rates, completion 
rates, illiteracy), and security (violent/non-
violent incidents, participation of military, 
trust in security institutions). Also typically 
included is data on socio-economic charac-
teristics (poverty, inequality, food security, 
access to services), macroeconomics (infla-
tion, unemployment, cost of food basket), 
and energy sector information (composi-
tion of energy matrix, electricity prices, fuel 
costs). Information is usually pulled from a 
host of sources. These include administrative 
data, media and incident reporting informa-
tion, open and closed sources, and a range of 
audio-visual sources. Data can be generated 
from interviews, focus groups, Delphi sur-
veys, and other evergreen sources.

There is also a growing reliance on the use 
of a wide range of field-based networks, the 
use of open-source data, and the application 
of mixed methods including both physical 
incident reporting as well as social media 
monitoring. With respect to action, there is 
widespread consensus that a two-way con-
nection between warning and response is 
essential, including monitoring the out-
comes of interventions, at the subnational 
and hyper-local scale as well (Macherera 
and Chimbari 2016; Marchezini et al. 2018). 
Indeed, the traditional country-level unit-
of-analysis and yearly aggregated data focus 
common in international relations and 

conflict studies has given way to high reso-
lution event-level data enabling stronger 
comparisons and trend analyses over much 
shorter time horizons. The Satellite Sentinel 
Project is an early example of an open-
source project in which real-time satellite 
imagery captured data on village-level phys-
ical violence in Sudan (Satellite Sentinel 
Project 2012).

Despite this explosion in event-level data, 
there is ongoing debate among scholars and 
practitioners regarding the veracity, quality, 
coverage, and coding of event-data, for exam-
ple in relation to the politics of body counts 
(Krause 2018), particularly emerging from 
datasets that rely primarily on news wires 
and journalistic or word-of-mouth cover-
age in conflict environments (Krause 2016, 
see pp. 116–118 in particular for discussion 
of data discrepancies; Dawkins 2019). In a 
recent empirical study of ACLED and UCDP-
GED conflict data generation in the South 
Sudanese Civil War, Dawkins asks provoca-
tively if it is even possible to ‘build better 
cross-national fatality measures given the 
biases inherent in the data-generation pro-
cess’ (Dawkins 2021: p. 1098).

It is worth noting that while ‘early warn-
ing’ and ‘risk assessments’ are often treated 
as synonyms, they are two distinct processes. 
Very generally, early warning combines 
both qualitative measures with some form 
of statistical modelling. The focus is usu-
ally on identifying short-term triggers with 
the intention of providing timely and suf-
ficient information. This includes: widening 
cleavages among political elites; changes in 
the military capacity of oppositional forces; 
highly contested upcoming elections; and 
the expansion of security forces. Early warn-
ing models also often track other ‘peace-
centric’ factors that may arrest or de-escalate 
volatile dynamics, such as the presence and 
strengthening of peacekeeping forces to 
reinforce stability, temporary cease-fires, and 
other short or mid-term policies that aim to 
create a space for political negotiation and 
eventual conflict termination or transforma-
tion. Few early warning systems fully clarify 
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their methodology, how information is gath-
ered, or the sources being used. Approaches 
tend to include time-series analysis, vector 
auto regressions and Bayesian modelling. 
Examples of variables for early warning 
include: increased hate in the media, public 
rallies, elections, public commemorations, 
changes in government leadership, increased 
repression, physical separation of vulnerable 
groups, arms transfers, opposition capacity 
increase, deployment of security, armed con-
flict and targeting of civilians, and even natu-
ral disasters. By contrast, risk assessments 
tend to be longer-range quantitative assess-
ments. The focus is ordinarily on identifying 
the structural conditions of conflict violence 
onset, escalation, and duration. Examples of 
such variables include: political regime type 
(e.g., autocratic, democratic); prior history of 
political instability; the degree of integration 
into the global economy; and levels of state-
led discrimination, etc.. They tend to be pre-
dictive (and not causal) models concerned 
with identifying probability and correlations. 
Ensemble forecasting is another form of risk 
assessment that assesses averages across 
models. Common variables include: history 
of prior atrocities, regime type, political 
stability, history of conflict, neighborhood 
effects, and economic factors (Krain 1997; 
Harff 2003; Goldsmith et al. 2013; Brandt et 
al. 2014; Chadefaux 2017; D’Orazio 2020).

Early warning and risk assessment meth-
odologies are steadily evolving. Consider the 
EU Conflict Early Warning System, or iTrack. 
The iTrack mechanism combines imagery 
intelligence with geospatial insight and a 
Global Conflict Risk Index to generate real-
time analytics. The index features 25 metrics 
(grouped in security, social, economic, politi-
cal, and environmental categories) with most 
information collected from open sources 
(Berglund 2017). Another promising early 
warning platform is ViEWS, launched in 2018 
by UCDP. It applies model ensembles, out-of-
sample evaluation and Bayesian model aver-
aging to forecast 36 months into the future 
across three types of organized violence in 
Africa (Hegre et al. 2019). Today, most early 
warning systems involve an element of 

forecasting based on a wide range of data. 
Owing to delays in data processing and the 
imperative of speeding up analysis of fast-
moving situations, there is growing interest 
in ‘nowcasting’ methodologies. Nowcasting 
was originally designed to generate eco-
nomic data based on limited and incomplete 
datasets (Thorsrud 2016). By definition, now-
casting requires a trade-off between timeli-
ness and data quality. It also suffers from 
some limitations because not all contempo-
raneous data is necessarily available at the 
right time (the ‘missing data’ problem). As 
such, aggregates are constructed by observ-
ing disaggregates. There are often measure-
ment error problems because observed data 
may be subject to later changes. There are 
also changing database problems because 
different components of the data may be 
unavailable for certain periods. Moreover, 
‘break problems’ can also threaten their 
accuracy (Castle et al. 2009).

Prediction is widely applied in early warn-
ing systems and risk assessment tools. 
Predictive capabilities are improving due to 
advances in computationally intensive meth-
ods to collect and analyze data. For exam-
ple, as the cases of iTrack and ViEWS show, 
there is growing use of automated event-
coded data. Such approaches are often used 
to measure changes in regimes and leader-
ship, the dynamics of subnational organ-
ized violence, the characteristics of social 
movements, and other phenomena. Most 
methods are based on granular temporal 
and geospatial data, although there is also 
still use of annualized country-level statis-
tics. Forecasting is enabling better predic-
tions about the probability distributions of 
war, civil conflict, and one-sided violence (De 
Mesquita et al. 2020). Even so, such forecasts 
do not tell decision-makers exactly what to 
do, but rather what is likely to happen if they 
do nothing. Generating responsive action to 
the warnings remains the crucial outcome 
of the decades of technical development 
detailed in this article.

Navigating the warning-response gap – that 
is, the reluctance of political actors to respond 
when presented with compelling evidence – is 
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the final frontier of enhanced early warning. 
This review has traced the history and conduct 
of conflict early warning in international rela-
tions. It has shown how the theory and prac-
tice of early warning has advanced, not least 
due to rapid advances in both the quantity 
and quality of data and the rapid evolution of 
artificial intelligence. Indeed, a fifth genera-
tion of early warning is underway. This next 
generation may well overcome the warning-
response gap by applying deep machine learn-
ing to generate increasingly parsimonious 
assessments that are, crucially, then matched 
to a range of possible real-time decision 
options, their inherent risks, and associated 
payoffs. This fifth generation is sophisticated 
and resource intensive, requiring collection 
and analysis of politically sensitive informa-
tion in real time to train algorithms. For these 
and other reasons, the fifth generation may 
well remain in the domain of well-resourced 
defence and intelligence agencies and com-
mercial companies for the foreseeable future. 
International organizations such as the UN or 
the OSCE, while tasked with conflict preven-
tion, face political and financial constraints 
on adopting fifth-generation mechanisms for 
the time being.
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